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ABSTRACT

The rapid growth of cloud computing and Artificial Intelligence (AI) has accel-
erated digital transformation in business organizations while increasing concerns
related to data security and sustainability. Ensuring secure and sustainable digi-
tal transformation has therefore become a strategic priority in the current digital
economy. This study aims to examine the role of cloud computing and AI in
supporting secure and sustainable digital transformation in business operations.
This research adopts a quantitative approach by collecting survey data from 300
organizations that have implemented cloud computing and AI technologies. The
data are analyzed using Structural Equation Modeling (SEM) to evaluate the re-
lationships between cloud computing adoption AI capability digital security and
sustainability performance. The results show that cloud computing adoption
has a significant positive effect on secure digital transformation. AI capability
also significantly enhances digital security and operational sustainability. Fur-
thermore the integration of cloud computing and AI strengthens organizational
readiness for sustainable digital transformation. The findings indicate that or-
ganizations leveraging both cloud computing and AI achieve higher levels of
digital security and sustainability compared to those adopting these technolo-
gies independently. This study provides empirical evidence that integrated cloud
and AI strategies are essential for achieving secure and sustainable digital trans-
formation and offers practical implications for managers and policymakers in
designing technology driven business strategies.
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1. INTRODUCTION
The rapid advancement of digital technologies has fundamentally transformed business operations

across industries, reshaping organizational processes, service delivery, and competitive strategies. Cloud com-
puting and AI have become key enablers of digital transformation by enhancing scalability, data processing
capabilities, and data-driven decision making [1]. Cloud infrastructures provide flexibility and cost efficiency,
while AI supports automation and analytical accuracy. However, the growing dependence on digital systems
has also intensified concerns regarding cybersecurity risks, data privacy, and system vulnerabilities. As digital
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adoption accelerates, ensuring secure digital transformation has become a critical strategic priority for main-
taining organizational resilience and stakeholder trust [2].

Beyond security considerations, digital transformation is increasingly expected to contribute to sus-
tainability objectives. The integration of cloud computing and AI enables organizations to optimize resource
utilization, improve energy efficiency, and reduce operational inefficiencies, thereby supporting more sustain-
able business practices [3]. Intelligent digital systems facilitate better monitoring, planning, and resource
management, strengthening both environmental and operational performance. These advancements align with
the United Nations Sustainable Development Goals, particularly SDGs 9, SDGs 12, and SDGs 13, reinforcing
the role of digital technologies in promoting long-term economic and environmental value creation.

Figure 1. AI and Cloud Computing Alignment with SDGs

Figure 1 illustrates the conceptual linkage between cloud computing and AI in supporting secure and
sustainable digital transformation aligned with the Sustainable Development Goals [4]. The figure highlights
how cloud-based infrastructures enhance resilient and innovative digital systems in line with SDGs 9, while
AI supports efficient resource management and responsible production consistent with SDGs 12. Furthermore,
the combined use of cloud computing and AI contributes to SDGs 13 by enabling energy optimization and
emissions reduction through intelligent digital operations.

Despite the growing relevance of cloud computing and AI in achieving secure and sustainable digital
transformation, existing studies have primarily examined these technologies in isolation [5]. Empirical research
addressing their combined impact on digital security and sustainability outcomes remains limited. This gap
underscores the need for a comprehensive analysis that integrates security and sustainability perspectives within
digital transformation research [6]. Accordingly, this study investigates the role of cloud computing and AI
in supporting secure and sustainable digital transformation, providing empirical insights for both academic
research and managerial decision making.

2. RESEARCH METHOD
The research method outlines the systematic procedures used to examine the role of cloud computing

and AI in supporting secure and sustainable digital transformation [7]. It describes the research design, data
collection process, and sampling approach, as well as the measurement of variables using validated indicators
to ensure reliability and validity [8]. In addition, this section explains the data analysis techniques employed,
particularly SEM, to test the proposed hypotheses and evaluate the relationships among the study variables.

2.1. Research Design
This study adopts a quantitative research design to systematically examine the role of cloud comput-

ing and AI in supporting secure and sustainable digital transformation. A cross-sectional survey approach is
employed to gather empirical data from organizations that have implemented cloud-based infrastructures and
AI-driven technologies [9]. This design enables the study to capture organizational practices, perceptions, and
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performance outcomes within a single period of observation, making it particularly suitable for analyzing the
structural relationships among technological adoption, digital security, and sustainability performance. By fo-
cusing on firms actively engaged in digital transformation initiatives, the research ensures that the data reflect
real-world implementation contexts and provide a robust basis for evaluating the proposed conceptual model
[10].

The quantitative approach facilitates objective measurement and statistical examination of the rela-
tionships among key constructs, including cloud computing adoption, AI capability, digital security, and sus-
tainability performance. Structured questionnaires are used to ensure consistency, while SEM is applied to test
the hypothesized relationships [11, 12]. The dataset comprises 300 respondents from diverse industries, with
representation from both large enterprises and SMEs, as well as various managerial levels. This distribution
enhances the robustness and generalizability of the findings. Moreover, the survey-based design aligns with
established empirical approaches in digital transformation and sustainability research.

Table 1. Research Design Overview
Research Element Description
Research Approach Quantitative research using a cross-sectional survey design
Unit of Analysis Business organizations adopting cloud computing and AI
Data Source Primary data collected through structured questionnaires
Respondents Managers and IT decision-makers involved in digital transfor-

mation
Measurement Scale Five-point Likert scale
Data Analysis Technique SEM

Table 1 shows the research design overview employed in this study. The research adopts a quantita-
tive cross-sectional survey approach to examine the role of cloud computing and AI in supporting secure and
sustainable digital transformation, with business organizations as the unit of analysis [13]. Primary data are
collected from managers and IT decision-makers involved in digital transformation initiatives using structured
questionnaires measured on a five-point Likert scale, and the data are analyzed using SEM to ensure rigorous
assessment of the proposed research model [14].

2.2. Literature Review and Hypothesis Development
Prior research on cloud computing, AI, digital security, and sustainability provides the theoretical

foundation for this study [15]. Cloud computing enhances scalability and system reliability, while AI strength-
ens analytics, risk detection, and operational efficiency, thereby supporting security and sustainability objec-
tives [16]. However, these technologies are frequently examined in isolation, and empirical evidence regarding
their combined impact remains limited [17]. To address this gap, a conceptual framework is developed that
positions cloud computing adoption and AI capability as key antecedents of digital security and sustainability
performance, forming the basis for the proposed hypotheses.

Figure 2. Conceptual Research Framework and Hypotheses
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Figure 2 illustrates the conceptual research framework and hypothesized relationships examined in
this study. The framework positions cloud computing adoption and AI capability as exogenous variables that
directly influence digital security and sustainability performance [18]. Digital security is conceptualized as both
an outcome of technological adoption and a critical mechanism that supports sustainable digital transformation.
The directional paths depicted in the framework represent the proposed hypotheses, which examine the direct
effects of cloud computing and AI on digital security and sustainability performance, as well as the influence of
digital security on sustainability outcomes [19]. This framework provides a coherent structure for empirically
testing the interrelationships among the study variables.

2.3. Data Collection
Primary data are collected using a structured questionnaire distributed to organizations that have

adopted cloud computing and AI technologies. The target respondents include senior managers, IT managers,
and digital transformation decision-makers who possess comprehensive knowledge of their organizations’ dig-
ital initiatives, ensuring the accuracy and relevance of the collected information [20].

The survey is administered electronically to facilitate broader participation and improve response
efficiency. Prior to the main data collection, the questionnaire is pre-tested to ensure clarity, relevance, and
content validity [21]. Ethical considerations are also addressed by guaranteeing respondent anonymity and
voluntary participation throughout the research process. To provide a clearer understanding of the sample
composition and respondent background, the demographic and professional characteristics of the respondents
are summarized in Table 2.

Table 2. Respondent Profile Characteristics
Characteristic Category Frequency Percentage (%)
Industry Sector Manufacturing 72 24.0

Financial Services 68 22.7
Information Technology 61 20.3
Logistics and Supply Chain 54 18.0
Other Services 45 15.0

Organizational Size Small and Medium Enterprises 89 29.7
Large Enterprises 211 70.3

Managerial Position Top Management 64 21.3
Middle Management 156 52.0
Operational Management 80 26.7

Years of Experience Less than 5 years 58 19.3
5–10 years 121 40.3
More than 10 years 121 40.3

Total 300 100

Table 2 presents the profile characteristics of the respondents involved in this study. The results in-
dicate that respondents are drawn from diverse industry sectors, with manufacturing, financial services, and
information technology representing the largest proportions, reflecting the relevance of digital transformation
across multiple industries [22]. Most respondents are from large enterprises, while a substantial proportion
represents small and medium-sized enterprises, ensuring balanced organizational perspectives. In terms of
managerial position, the majority of respondents hold middle and top management roles, and most have more
than five years of professional experience, indicating that the data were obtained from knowledgeable individ-
uals with sufficient expertise in cloud computing, AI, and digital transformation initiatives [21].

2.4. Measurement of Variables
The measurement items for each construct are adapted from established studies in digital transfor-

mation, cloud computing, AI, cybersecurity, and sustainability to ensure strong content validity and reliability
[23]. All constructs are operationalized at the organizational level to reflect firm-wide technology adoption
and digital performance outcomes. Cloud computing adoption is measured through indicators related to infras-
tructure scalability, system availability, and cross-departmental data integration, while AI capability captures
automation, advanced data analytics, and intelligent decision support [24]. Digital security reflects data protec-
tion mechanisms, system integrity, and cybersecurity risk management practices, whereas sustainability perfor-
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mance evaluates resource efficiency, energy optimization, and environmentally responsible digital operations.
All measurement items are assessed using a five-point Likert scale to maintain consistency and comparability,
and Table 3 summarizes the constructs and indicators employed in this study.

Table 3. Measurement Constructs and Indicators
Construct Code Measurement Indicators
Cloud Computing Adoption CC1 The organization uses cloud-based infrastructure to support

business operations
CC2 Cloud computing improves flexibility and scalability of dig-

ital systems
CC3 Cloud services enhance data accessibility and integration

across departments
AI Capability AI1 The organization applies AI to analyze large volumes of busi-

ness data
AI2 AI is used to support decision-making processes
AI3 AI enhances automation and operational efficiency

Digital Security DS1 Digital systems are protected against cyber threats
DS2 AI-based tools improve detection of security risks
DS3 Cloud infrastructure ensures data integrity and privacy

Sustainability Performance SP1 Digital transformation reduces energy consumption
SP2 Technology adoption supports environmentally sustainable

practices
SP3 Digital systems contribute to long-term organizational sus-

tainability

Table 3 presents the measurement constructs and indicators used in this study. The constructs include
cloud computing adoption, AI capability, digital security, and sustainability performance, each operationalized
through multiple indicators to ensure adequate content validity [25]. Cloud computing adoption is measured
by indicators reflecting infrastructure utilization, system flexibility, and data accessibility, while AI capability
captures the extent to which AI supports data analysis, decision-making, and operational automation [26, 27].
Digital security is assessed through indicators related to cyber threat protection, AI-based risk detection, and
data integrity within cloud environments. Sustainability performance is measured by indicators focusing on
energy efficiency, environmentally responsible practices, and long-term organizational sustainability, thereby
ensuring alignment between the measurement model and the study’s objectives.

2.5. Data Analysis
The collected data are analyzed using SEM to empirically test the proposed hypotheses and examine

the causal relationships among the latent constructs. SEM is employed because of its ability to simultaneously
assess both the measurement model and the structural model, thereby providing a comprehensive and robust
analytical framework for theory testing [28]. Prior to hypothesis testing, the measurement model is evaluated
to ensure internal consistency, convergent validity, and discriminant validity through reliability and validity
assessments, including composite reliability and average variance extracted.

Subsequently, the structural model is assessed by examining model fit indices and path coefficients
to determine the strength, direction, and statistical significance of the hypothesized relationships [3, 29]. This
approach enables a rigorous evaluation of how cloud computing adoption and AI capability influence digital
security and sustainability performance, both directly and indirectly. By capturing these complex interrelation-
ships within a single analytical framework, the use of SEM enhances the explanatory power of the model and
strengthens the empirical contribution of this study.

3. FINDINGS
The findings of this study present the empirical results derived from the SEM analysis. The analysis

evaluates both the measurement model and the structural relationships among cloud computing adoption, AI
capability, digital security, and sustainability performance [30]. The results are organized systematically to de-
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scribe the descriptive statistics, assess the reliability and validity of the constructs, and examine the significance
of the proposed hypotheses.

3.1. Descriptive Statistics
The descriptive analysis provides an overview of the respondent profiles and the general characteris-

tics of the data collected in this study. The results indicate that most participating organizations have actively
implemented cloud computing infrastructures and AI applications as part of their digital transformation ini-
tiatives [31]. Respondents report a moderate to high level of cloud computing adoption, particularly in areas
such as data storage efficiency, system scalability, service availability, and cross-departmental data integration,
reflecting the strategic role of cloud technologies in supporting organizational operations [32].

Furthermore, the findings reveal a strong presence of AI capability, especially in data analytics, pro-
cess automation, and intelligent decision support systems. The descriptive statistics also show that organiza-
tions increasingly recognize digital security and sustainability performance as essential components of digital
transformation [33]. High awareness of cybersecurity protection, data integrity, and privacy management is
accompanied by growing attention to resource efficiency and environmentally responsible digital practices,
suggesting that organizations are adopting a more integrated and holistic approach to digital transformation
[34].

3.2. Measurement Model Assessment
The measurement model is evaluated to ensure the reliability and validity of the constructs employed

in this study prior to testing the structural relationships. The assessment results indicate that all measurement
indicators exhibit factor loadings exceeding the recommended threshold, demonstrating strong convergent va-
lidity and confirming that the indicators effectively represent their respective latent constructs. In addition,
composite reliability values for all constructs surpass the minimum acceptable level, indicating a high degree
of internal consistency and reliability across the measurement items [35, 36].

Furthermore, the average variance extracted values meet the established criteria, confirming that each
construct explains a substantial proportion of the variance in its associated indicators. Discriminant validity
is also confirmed, indicating that cloud computing adoption, AI capability, digital security, and sustainability
performance are empirically distinct and conceptually independent constructs [37]. Collectively, these find-
ings demonstrate the robustness of the measurement model and provide a reliable foundation for subsequent
structural model analysis and hypothesis testing.

3.3. Structural Model Results
The structural model analysis reveals significant relationships among the key constructs examined

in this study. The results indicate that cloud computing adoption has a positive and statistically significant
effect on secure digital transformation, suggesting that robust cloud infrastructures enhance data protection,
system reliability, and operational continuity [38]. In addition, AI capability demonstrates a significant positive
influence on digital security by improving threat detection, risk management, and decision accuracy. These
findings provide empirical support for the proposed hypotheses and highlight the critical role of advanced
digital technologies in strengthening organizational security capabilities. To provide a clearer visualization of
the tested relationships and the magnitude of their effects, the structural model results are illustrated in Figure
3, which presents the standardized path coefficients and significance levels among the constructs.

Figure 3. Structural Model and Path Coefficients
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Figure 3 shows the estimated structural model with standardized path coefficients, indicating the
strength and direction of the relationships among cloud computing adoption, AI capability, digital security,
and sustainability performance. All hypothesized paths exhibit positive and statistically significant effects, as
indicated by the corresponding coefficients and significance markers [39]. The results demonstrate that AI
capability plays a central role in enhancing both digital security and sustainability performance, while cloud
computing adoption serves as a foundational enabler of secure and sustainable digital transformation. Collec-
tively, these findings confirm that the integrated adoption of cloud computing and AI is more effective than
isolated implementation in achieving secure and sustainable digital transformation outcomes [40].

3.4. Key Findings and Implications
The key findings of this study indicate that cloud computing and AI jointly play a critical role in

achieving secure and sustainable digital transformation. Organizations that strategically integrate cloud-based
infrastructures with advanced AI capabilities demonstrate higher levels of digital security and sustainability
performance compared to those adopting fragmented or isolated technological initiatives [41, 42]. The synergy
between scalable cloud environments and intelligent AI systems enables organizations to strengthen data pro-
tection, improve system reliability, enhance risk detection, and optimize resource utilization in a coordinated
manner. This integrated configuration not only reinforces cybersecurity resilience but also supports environ-
mentally responsible and efficiency-driven operational practices.

These findings provide empirical support for digital transformation literature by confirming that se-
curity and sustainability objectives are not mutually exclusive, but can be achieved simultaneously through
well-aligned digital technology integration [43]. The study extends prior research by demonstrating that the
combined implementation of cloud computing and AI generates complementary effects that amplify organiza-
tional performance outcomes. From a managerial perspective, the results highlight the importance of aligning
technological investments with clear strategic direction, governance structures, and long-term sustainability
goals. Investments in cloud computing and AI should therefore be embedded within comprehensive digital
roadmaps, supported by risk management frameworks and sustainability-oriented policies, to maximize their
contribution to secure and sustainable digital transformation.

Table 4. Summary of Hypothesis Testing Results
HypothesisH Relationship Path Coefficient t-value p-value Decision
H1 CC → DS 0.312 3.845 0.000 Supported
H2 AI → DS 0.287 3.421 0.001 Supported
H3 CC → SP 0.254 2.976 0.003 Supported
H4 AI → SP 0.301 3.562 0.000 Supported
H5 DS → SP 0.268 3.118 0.002 Supported

Table 4 summarizes the results of the hypothesis testing in this study. The findings indicate that cloud
computing and AI have significant positive effects on digital security, as reflected by the supported results
for H1 and H2 with p-values below the 0.05 threshold [44]. In addition, cloud computing and AI also show
significant direct effects on sustainability performance, supporting H3 and H4. Furthermore, digital security is
found to have a significant positive influence on sustainability performance, confirming H5. Overall, the results
demonstrate that the integration of cloud computing and AI plays a crucial role in enhancing digital security
and promoting sustainable digital transformation [45, 46].

4. MANAGERIAL IMPLICATIONS
The findings of this study provide important managerial insights for organizations pursuing secure

and sustainable digital transformation. The positive influence of cloud computing adoption on digital security
underscores the strategic importance of prioritizing scalable, flexible, and resilient cloud infrastructures as the
backbone of digital operations. Managers should not view cloud adoption merely as a technological upgrade,
but as a long-term strategic investment that strengthens data protection, enhances system reliability, and ensures
business continuity. By implementing secure cloud architectures supported by robust access controls, encryp-
tion mechanisms, and continuous monitoring systems, organizations can proactively mitigate cybersecurity
risks while simultaneously creating a stable foundation for sustained digital growth and innovation.
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The significant role of AI capability in strengthening both digital security and sustainability perfor-
mance indicates that managers must move beyond experimental or isolated AI initiatives and instead integrate
AI-driven solutions into core organizational processes. Embedding AI-based analytics, automation, and intel-
ligent decision-support systems into daily operations enables real-time threat detection, improved risk man-
agement, and more accurate strategic planning. At the same time, AI-driven optimization supports efficient
energy consumption, resource allocation, and waste reduction, contributing directly to environmental sustain-
ability objectives. Through this dual impact, managers can enhance governance quality while aligning digital
transformation initiatives with broader corporate sustainability agendas.

Overall, the results highlight the necessity of a coordinated and integrated digital strategy that com-
bines cloud computing and AI rather than implementing these technologies independently. Managers are en-
couraged to establish comprehensive governance frameworks that align technological investments with cyber-
security standards, regulatory compliance, and sustainability targets. Such alignment strengthens organiza-
tional resilience, improves stakeholder trust, and positions firms to achieve sustainable competitive advantage
in increasingly complex and digitally driven business environments.

5. CONCLUSION
This study examines the role of cloud computing and AI in supporting secure and sustainable digital

transformation within business organizations. The findings demonstrate that cloud computing adoption and AI
capability significantly enhance digital security and sustainability performance. Organizations that integrate
cloud-based infrastructures with AI technologies are better equipped to strengthen data protection, improve
system reliability, and optimize resource utilization. These results confirm that security and sustainability
can be achieved simultaneously through strategic digital transformation rather than being treated as separate
organizational objectives.

The novelty of this study lies in its integrated analytical framework that jointly examines cloud com-
puting and AI in the context of secure and sustainable digital transformation. Unlike prior research that pri-
marily investigates these technologies independently, this study provides empirical evidence on their combined
impact on digital security and sustainability outcomes. By linking digital transformation with cybersecurity and
sustainability perspectives, this research extends the digital transformation literature and offers a more holistic
understanding of technology-driven business transformation aligned with the Sustainable Development Goals.

Despite its contributions, this study has several limitations that offer opportunities for future research.
Future studies may employ longitudinal research designs to examine the long-term effects of cloud computing
and AI adoption on security and sustainability performance. Additionally, comparative studies across indus-
tries or countries could provide deeper insights into contextual differences in digital transformation strategies.
Further research may also explore the role of governance mechanisms, regulatory frameworks, and ethical AI
practices in strengthening secure and sustainable digital transformation.
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